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What is AirPrint®? 

AirPrint is Apple® driverless printing/job submission technology. It enables Apple devices, including the 
iPhone®, iPad®, iPod touch® and even macOS®, to print and fax to AirPrint-enabled devices without 
installing drivers or downloading software. AirPrint uses well-established, familiar technologies already in 
use today including Bonjour®, IPP (Internet Printing Protocol), PDF and JPEG. 

New AirPrint Capabilities in Xerox® AltaLink®  
Multifunction Printers (MFPs) 

The latest AirPrint support on AltaLink devices includes:  

¶ Secure Print/PIN printing: macOS clients support this security feature 

¶ Scanning via AirPrint: Image scanning to macOS clients 

¶ AirPrint via IPP USB: macOS clients can support AirPrint capabilities (Print/Scan/Fax) via a USB print port 

¶ Enhanced Security enabling seamless integration with high security Apple clients 

¶ Expanded accounting workflows with latest Apple clients 

See below for additional information on these new capabilities. 

Existing AirPrint Capabilities 

¶ Driverless printing from iOS and macOS clients. 

¶ Outgoing facsimile: macOS clients can utilize AirPrint to support outgoing facsimile from an embedded 
fax-enabled AltaLink device.  

¶ Print Accounting workflows via IPP exceptions: Optionally track AirPrint/IPP submitted print jobs against 
specific IPP accounting exceptions on the AltaLink device.  

¶ Print/ Outgoing Fax Authentication support: Optionally configure the AltaLink device to require 
AirPrint/IPP clients to authenticate via HTTP Basic Authentication before submitting a Print/Outgoing 
Fax job.  

¶ Identify Printer capability: Some AirPrint clients can Identify the Printer to help end users find the 
AltaLink device.  
 

See below for additional information on these capabilities.  
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AltaLink® AirPrint® Capabilities versus Client Support Table 

AirPrint functionality relies on both the AirPrint Clients/Apps and the Xerox® AltaLink device. Utilizing the 
latest client versions enables the broadest set of functionality. The table below is meant as a reference to 
help determine which AirPrint capabilities are available with AltaLink and the latest Apple clients. 

 

AirPrint Capabilities 

Clients 

Notes iOS 
Clients 

macOS® 
Clients 

Scan No Yes  

¶ Authentication No Yes  

FaxOut (Outgoing Fax) No Yes  

Print Yes Yes  

¶ Identify Printer Yes* Yes *Applicable on iOS starting in iOS 10 

¶ Authentication Yes Yes  

¶ Accounting Yes* Yes* *Apple devices implemented accounting 

differently than Xerox® AltaLink devices. For 

AltaLink devices, use Accounting IPP 

Exceptions. 

¶ PIN Printing No Yes  

¶ Finishing Yes* Yes* *Limited finishing capabilities through IPP 

includes: bind, fold, punch, staple and stitch 

IPP USB  No Yes Applicable on macOS 10.11.4 or greater 

¶ FaxOut No Yes Applicable on macOS 10.11.4 or greater 

¶ Print No Yes Applicable on macOS 10.11.4 or greater 

¶ Scan No Yes Applicable on macOS 10.11.4 or greater  

Security Enhancements  
(enhanced certificate security, enhanced 
encryption strength security) 

Yes Yes Seamless to the end user 

 

Latest client versions as of this writing: iOS 10.1.1 and macOS 10.12.1 Sierra 
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What are the requirements for using AirPrint®? 

Network Requirements 

AirPrint requires that devices are discoverable via the Bonjour® protocol. Bonjour is Multicast DNS (mDNS) 
based. In some networks, mDNS traffic is not allowed to be passed across subnets. In these instances, a 
device will only be discoverable if the Apple device and the AirPrint-capable AltaLink® device are on the 
same subnet. 

Xerox® AltaLink Requirements 

AltaLink can be configured for wired or wireless networking. There is no requirement for AltaLink to be 
wirelessly enabled. The Apple® iOS device will be using wireless. For AirPrint to work with a wired printer, the 
wired and wireless network segments need to be bridged and allow mDNS traffic to be routed between 
them. 

For outgoing facsimile support through AirPrint, the AltaLink device must have at least one embedded fax 
line configured for at least the óSendô functionality.  

For AirPrint support via IPP USB, AltaLink must have the Type B USB port configured for Direct Printing. 

Apple Device Requirements 

Utilizing the latest client versions enables the broadest set of functionality. 

AIRPRINT IOS REQUIREMENTS 

To use AirPrint, you will need one of the following devices with the latest version of iOS: 

¶ iPad® (all models) 

¶ iPhone® (3GS or later) 

¶ iPod touch® (third generation or later) 

AIRPRINT MACOS REQUIREMENTS 

¶ macOS® 10.6 and above 

See www.apple.com for the latest operating systems that support AirPrint. 

APPLICATIONS THAT SUPPORT  AIRPRINT 

You can print from any iOS application that supports the Print function. For example: iBooks®, Mail, iPhoto® 
and Safari®. Other applications are available from the App Store® and may also offer this feature. 

  

http://www.apple.com/
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How is AirPrint® enabled and configured on a 
Xerox® AltaLink® device? 

AirPrint is enabled on AltaLink devices by default. If, however, AirPrint has been disabled, an administrator 
can re-enable it following the steps below: 

1. You will need the device IP address or DNS name to access the AirPrint configuration Web interface 
from your browser. You can find the IP address at the device UI screen. From the front panel in the 
device, go to the Device App and select the About button. The IP address will be shown on this page or 
you can select Informational Pages  from within the Device App and select and print the 
configuration report.  

2. Open the AltaLinkôs Web interface by entering the IP address of the AltraLink into a Web browserôs 
address box (http://<IP>). This will open the Web interface. 

3. Click on the Properties tab (enter credentials if prompted). 

4. Select Connectivity > Setup. This will bring up the Connectivity page in the right frame. 

5. Under Mobile Workflows, look for AirPrint . 

 

 

6. Select Edit on the AirPrint row. This will open the AirPrint configuration page. 
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7. On the AirPrint page, under Enablement, select the check box for Allow Printing/Faxing to be initiated 
From AirPrint Supported Devices. 

Note: If FAX is installed and enabled, it will be supported via AirPrint® when Printing is enabled. 

Note: AirPrint requires IPP and Multicast DNS Registration services. When AirPrint is enabled, these services 
are automatically enabled. 

8. On the AirPrint page, under Enablement, select the check box for Allow Scanning to be initiated 
From AirPrintÊ (or Mopria) Supported Devices to enable Scanning via AirPrint. 

9. Configure a Device Name, Device Location and Geographic Location. These attributes distinguish 
the AirPrint printer as seen from the Apple application. 

Note: If AirPrint settings cannot be found on the AltaLink deviceôs Web interface, please refer to the 
"AirPrint Feature Installation Key " section of this document. 
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New AirPrint® Capabilities in AltaLink®  

Secure Print/PIN Printing 

DESCRIPTION 

The Secure Print/PIN Print feature protects sensitive or private printed data from unauthorized disclosure by 
only allowing it to be printed when the user is present at the machine to release the job. Secure Print/PIN 
Print jobs submitted to a device are held. The user must provide a PIN that authorizes the device to print or 
delete the job. 

REQUIREMENTS 

Configure the Secure Print Passcode Length on the AltaLink Web page: Properties > Security > Secure Print > 
Defaults. The default passcode length is 4. The AltaLink device supported range is 4ï10. The PIN must be a 
numeric value. 
 

 

For AirPrint (and other IPP jobs), the AltaLink device will use the user name provided by the client as the 
submitterôs user name of the PIN print job. 

LIMITATIONS  

¶ The AltaLink device supports Secure Print/PIN values that are numeric values only (no text). 

¶ Current macOS® clients only allow for input of 4-character PINs. 

¶ If a PIN entered at job submission on the client does not conform to the minimum length set at the 
device, the secure print job shall not be submitted to the device. 

CLIENT SUPPORT 

¶ Only supported on macOS clients. 
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WORKFLOW 

1. Configure/Verify the Secure Print Passcode Length on the AltaLink® device is 4. 

2. Add an AirPrint® Printer on a macOS® client. 

3. Open a file to print on the macOS client. 

4. Select Print from the File menu. 

5. Select the Xerox® Printer from the list of printers. 

6. Configure the desired printer options (i.e., copies, media, layout, finishing, etc.). 

7. Configure the PIN Printing option: 

 

8. Enable PIN Printing and enter in a 4-digit numeric PIN. 
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9. Select Print. 

10. On the AltaLink® Local User Interface, select Jobs. 

 

11. The PIN Printing job is held in Secure Jobs. 

12. On the Jobs screen, select Secure Jobs. 
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13. Select the name of the owner of the Secure Print job. 

 

14. Enter in the PIN/Passcode entered when the job was submitted. 
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15. Select the individual job to release it for printing or select from the other job management options. 

  

16. The job is released for processing. 
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Scanning via AirPrint®  

DESCRIPTION 

macOS® clients can utilize AirPrint to support image scanning. 

REQUIREMENTS 

¶ Allow Scanning to be initiated from AirPrint Supported Devices must be enabled. 

¶ Navigate to the AltaLink® Web interface: Properties > Connectivity > Setup > AirPrint > Edit. 

¶ Enable Allow Scanning to be initiated from AirPrint (or Mopria ®) Supported Devices. 

 

¶ Optionally configure Authentication for Scanning. 

¶ Select HTTP Basic or HTTP Digest to allow AirPrint scan users with valid credentials access to 
remote scanning. 

 AltaLink device for 
authentication. Depending on the Scan Authentication Configuration, the AltaLink device will then 
authenticate that user name and password locally on the Device User Database or Remotely on the 
configured Network Authentication Server. Once the credentials are successfully authenticated, then 
the AirPrint client can initiate remote scans from the AltaLink device. 

 When HTTP Basic authentication is enabled for scanning, the Validation Location can be set to either 
óValidate on the Deviceô or óValidate on the Networkô.  
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 When HTTP Digest authentication is enabled for scanning, the Validation Location is restricted to only 
óValidate on the Deviceô. 

¶ Validation on the Device: This option enables authentication of users who are configured in the 
device user database.  

¶ Validation on the Network : This option enables authentication of users who are configured on 
the network authentication server for the printer.  

Note: The same network authentication configuration is used on the printer for each login method that is 
configured for Network Authentication. 

 

 

 

LIMITATIONS  

If Scanning Authentication is configured for HTTP Basic Authentication, it is recommended that the 
AltaLink® device be configured for Force Traffic over Secure Connection (HTTPS), where all HTTP requests 
are switched to HTTPS. 

CLIENT SUPPORT 

Latest macOS® clients 
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WORKFLOW 

Scan via AirPrint® from a macOS® Client  

1. From the macOS client, add a printer from System Preferences > Printers & Scanners. 

 

2. Select the + symbol to add a printer. 
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3. From the Add dialog, select the Bonjour®-discovered AltaLink® device.  

  

4. Select Use: Secure AirPrint or AirPrint.  

 

5. The AirPrint® device has been added as a Printer/Scanner. 
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6. Select Open Scanner from the Scan tab and the Scanner dialog opens. 
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7. Load a document to scan in the document handler on the AltaLink® device. 

8. Configure the Scan options on the Scanner Dialog on the client (including the location to save the scan, 
and scan size.) 

9. Select Scan from the Scanner dialog. 

 

10. The scanned image is displayed in the Scanner dialog. 

 
 
 

  










































































































