
Whether at work or at home, technology is a 
part of your life. That means security is a part 
of your life — or at least it should be. Data 
breaches and identity theft are not just things 
that happen to other people or other companies. 
They can happen to anyone, anywhere. 
Including you. Guarding yourself against these 
problems is critical. And, it’s easier than cleaning 
up the mess after they happen.

Tips, Insights & Tactics
How to Keep Your Information Secure

What’s Your Security Hurdle?
Do you believe that managing security on computers and smartphones 
is hard and complicated? Do you believe your company takes care of 
everything for you? Do you believe threats of data loss are overrated? 

Don’t let yourself fall prey to these thoughts. Instead, find out how 
easy it can be to secure your information on phones, tablets, laptops, 
desktops and printers.

Mobile Security
Think about all the information available on your phone — personal 
contacts, texts, personal and professional emails, stored logins for social 
media, banking and more.

Now think about what would happen if all of that information was 
suddenly in the wrong hands. Guard yourself against this with:

•	 Strong Passwords — Use separate passwords for your phone, tablet 
and each app or site login.

•	 Controlled Access — Turn off WIFI, Bluetooth and GPS when not in 
use to limit your “detectability” by hackers.

•	 Software Updates — Update your OS and mobile antivirus software 
regularly. And, if you use your phone for work purposes, check in with 
your company about their Mobile Device Management Software.

•	 Smart Storage — Save and backup data to the cloud or a secure 
server, never your device.

Computer Security
Just as with a mobile device, your laptop or desktop computer is a 
treasure trove of personal and business data. Many of the same things 
that can secure your mobile devices can help you here as well. Get 
additional protection with:

•	 Disc Encryption Software — For any information that is on a hard 
drive, make sure it’s encrypted. This not only guards against attacks 
but can be helpful for recovery when needed.

http://www.office.xerox.com/latest/SECPT-01U.PDF


Security is Everyone’s Responsibility
Employing smart security strategies when it comes to private or sensitive 
information is, well, smart. It allows you to make the most out of your 
technology and processes while preventing you or your company from 
falling victim to big problems.

•	 SPAM Identification— Make sure everyone in your company knows 
how to detect suspicious emails — and what to do with them. 

•	 Regular Purging — Archives are important but avoid the urge to be an 
electronic packrat. The less information that’s available to be obtained, 
by the better. Know what to delete and when — and do it regularly.

•	 Technology Disposal Program— Create a program or leverage 
vendor trade-in programs for proper disposal of obsolete technology 
to ensure these items do not get harvested for sensitive information. 

Printer Security
Because your printer is on your network, it can be an entry point for 
people looking to steal your information. Secure your network but go 
one step further managing:

•	 Abandoned Documents — Don’t leave documents sitting in the 
printer input or output trays by using secure print technology.

•	 App Availability — Control what apps can be accessed from your 
multifunction with Xerox® ConnectKey® Technology that lets you 
whitelist trusted apps.

•	 Data on Hard Drives — Make sure your printer hard drive is 
encrypted and your printer scrubs data after printing documents.

•	 Scanned Data — Scanned data can live on your network. Leverage 
technology that automatically deletes this information after a 
scanned document is emailed, stored or printed. 

•	 Printer and Document Access — Many printers today are embedded 
with technology that allows you to control who has what type of 
access. This not only secures sensitive data but can save you money 
by reducing wasteful printing.

Visit us on the web or ask your local Xerox provider about 
our comprehensive line of printers and multifunction 
printers available to help you make the most of your 
workday. www.xerox.com/office

Let Us Help You
We take your information security seriously. From technology 
designed to keep your data safe to programs that make it easier for 
you to get the most secure printers, you can count on us.

Technology that Enhances Security
•	 Built into many devices, you strong embedded security controls 

and the ability to create customized apps.  
http://www.office.xerox.com/connectkey/enus.html

Programs that Help You Improve Security
•	 Get a free printer, service and support with the Xerox® Small 

Office Savings Plan. Options in this technology-as-a-service 
plan start as low as $59 per month. xerox.com/smalloffice

•	 Upgrade to the color you want with the security you need and 
get a rebate up to 60% on a new Xerox® color printer with the 
Xerox Color Upgrade Program. xerox.com/printer-upgrade

•	 Trade-in your old printer for a new one and get a rebate up to 
10% or $610 on a new Xerox® printer. xerox.com/trade-in

Want More Tips?
•	 Video: Xerox® ConnectKey® 

Technology: Simplicity Redefined

•	 Why Small Businesses Still Need 
Paper in a Digital World

•	 Video: Xerox® ConnectKey® 
Technology: Something for Everyone

xerox.com/tips

Want More Downloads?
•	 Action Item/To Do Lists

•	 Inspirational Posters

•	 Newsletter Templates

xerox.com/templates
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