
Information in any language is a strategic business asset, 
and its safety and availability affect practically all aspects 
of a business. 
To ensure comprehensive protection of your information 
(personal and payments data, submitted documents and 
ready translations), all levels must be protected simultaneously. 
This is why the Xerox® Easy Translator Service approach offers 
in‑depth defense no matter where your translation is.

The Leading Standards for Security  
The cloud-based Xerox® Easy Translator Service is optimally flexible and reduces the time  
and cost of managing translation projects with a traditional agency or freelance translators. 
To ensure the safety of your projects on the cloud, we utilize the leading standards 
for security so you can submit your highly sensitive data without fear. 

Information Assurance Disclosure  
of Xerox® Easy Translator Service

Information Assurance Disclosure

Secure translations anytime, anywhere.
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Information Assurance Disclosure

Best-in-class Managed 
and Dedicated Cloud Hosting
Xerox® Easy Translator Service is hosted 
on the Microsoft Azure Network. 
Microsoft’s Azure data center operations 
feature comprehensive information 
security policies and processes using 
standardized industry control frameworks, 
including ISO 27001, SOC 1, and SOC 2. 
For a full description, please follow the link:

http://download.microsoft.com/
download/AzureNetworkSecurity_v3_
Feb2015.pdf

To ensure the maximum security of 
your corporate assets, Xerox® Easy 
Translator Service can be hosted on 
your organization’s servers. For more 
information, contact us directly at 
contact@xeroxtranslates.com. 

Secure Web Communications 
All web communications between 
servers and browsers are encrypted 
using TLS – the industry’s best data 
encryption technology. This makes 
an HTTP Secure (https) server connection 
possible, allowing information breaches 
to be prevented. 

State-of-the-art ConnectKey® 
Technology for Secure MFP 
Translations 
The Xerox® Easy Translator Service MFP 
application based on state-of-the-art 
Xerox® ConnectKey® technology lets users 
get translations instantly on the spot 
using typical scanning methods.

To protect your MFP translations from 
potential outside threats, ConnectKey® 
Technology features industry‑leading 
security made possible by our 
groundbreaking partnerships with Intel 
Security and Cisco®. For a full description, 
click the following link:

https://www.xerox.com/en-us/connectkey/
secure-network-printing 

The Leading Standard  
in the Card Payment Industry
There are around 10 payment methods 
for Xerox® Easy Translator Service. 
To protect your financial transactions 
we only use the most trusted security 
standard in the card payment industry: 
the Payment Card Industry Data Security 
Standard (PCI DSS). PCI DSS compliance 
requires adherence to strict data 
encryption methodologies and network 
and traffic monitoring services. 

In addition, we also utilize the following 
anti-fraud and privacy protection 
methods: 
•	 Daily ScanAlert scans and 

a McAfee Secure certification defend 
servers against attacks from known 
vulnerabilities

•	 Managed risk services ensure 
tight legal controls for Denied Party 
compliance checks

Complete Confidentiality 
with Machine Translation
We are often asked how our machine 
translation service is better than similar 
free services. One of the most important 
differences is security. 

Free services usually save and reuse 
all submitted texts to improve the quality 
of future translations. It does not matter 
whether the translations are yours 
or belong to another user. Anyone who 
uses this free service can see information 
from previous orders – including yours – 
in their translation results. In fact, when 
using such a free service you make your 
information publicly available and forfeit 
its confidentiality. 

If you order machine translation with 
Xerox® Easy Translator Service, you 
can be sure your information is never 
reused for other parties’ translations. 
We guarantee that it will never 
be disclosed to any third parties. 
This means that with Xerox® Easy 
Translator Service you can confidently 
submit even highly sensitive content. 

This applies to all your translations, 
whether they are completed in a web 
browser, your smartphone, or a Xerox® 
ConnectKey®-enabled MFP.

Safe Human Translation
Express, Professional, and Expert 
translation projects are performed 
by professionals from all over the world. 
Each of them have been thoroughly 
tested and signed a non‑disclosure 
agreement. According to this agreement  
all our translators, editors and proofreaders  
are required to keep translation project 
information strictly confidential. 

contact@xeroxtranslates.com

www.xeroxtranslates.com 
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