Xerox® Common Access

Card Authentication System

Advanced security for office printers and multifunction printers.

The Xerox® Common Access Card Enablement Kit
brings an advanced level of security to sensitive
government information for a range of

Xerox® Single Function Printers (SFPs) and
Multifunction Printers (MFPs).

XEROX® COMMON ACCESS CARD AUTHENTICATION SYSTEM (CAC)

A key benefit of the CAC system is its two-factor authentication requirement.

Users must insert their access card and enter a unique PIN at the device,
providing added security in the event that a card is lost or stolen.

The Xerox® printer or multifunction printer validates the revocation status on
all certificates (KDC and user) using the Online Certificate Status Protocol
(OCSP). All features can be set up to require CAC authentication.

CLONING FEATURE SAVES TIME AND ELIMINATES ERRORS

The cloning feature in the Xerox® Common Access Card Authentication
System reduces setup time for multiple SFPs/MFPs and reduces the potential
for errors. Set up on one SFP/MFP, save a clone file with all your settings and
then download the clone file to each additional device.

CAC ENABLEMENT KITS

Kit includes: Card Reader, mounting hardware and Feature Enablement Kit
with installation instructions.

COMPATIBLE WITH A RANGE OF XEROX® DEVICES

CAC Enablement Kit Part #497K21650:

o Altalink® C8130/C8135/C8145/C8155/C8170
o Altalink® B8145/B8155/B8170

o AltalLink® C8030/C8035/C8045/C8055/C8070
o Altalink® B8045/B8055/B8065/B8075/B8090
e Primelink® C9065/C9070

e Primelink® B9100/B9110/B9125/B9136

For more information, call 1-800-835-6100
or visit us at: www.xerox.com/government
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THE CAC SYSTEM

Once a card is inserted into a reader, the CAC
system uses standard protocols to validate the
card against information within a government
server. The CAC system checks to ensure the
identity card has not been revoked and then
either grants or denies access to the MFP. When
the card is removed from the reader, the session
ends and all features on the device are
automatically protected until the next user

is validated.

@ GREAT NEWS
CAC Enablement comes standard with all

Xerox® VersalLink® Products. The CAC
Enablement Kit is only required if a card
reader and mounting hardware are needed.

e Versalink® B400/B405

e Versalink® C400/C405

e Versalink® C500/C505

e Versalink® C600/C605

e Versalink® B600/B610/B605/B615
e Versalink® C7020/C7025/C7030
e Versalink® B7025/B7030/B7035

e Versalink® C7000/C8000/C9000
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