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|PSec Client/Server
Configuration Using Pre-
Shared Keys in Windows
Environments

Overview

A client can use an IPSec tunnel as one method of secure printing available to Xerox
devices. The IPSec protocol uses strong cryptography to provide both authentication and
encryption services. By using the service you create a secure tunnel to transfer data
safely through un-trusted networks. In essence you are creating a VPN (virtual private
network).

This document includes the following information:

e Configuration of the IPSec client/server in Windows 2000 with Service Pack 4, 2003
Server and XP environments

o Atest of the client setup

e Configuration of IPSec on a Xerox device

IPSec Terminology

This section is part of an article in Microsoft's Knowledge Base (Article 301284). It
defines some of the terms you may encounter while setting up IPSec.

Authentication: The process to determine if the identity of a computer is legitimate.
Windows 2000/XP IPSec supports three kinds of authentication: Kerberos, certificates,
and preshared keys. Kerberos authentication can work only if both endpoints (computers)
are in the same Windows 2000/XP domain. If the computers are in different domains, or
at least one of them is not in a domain, you must use either certificates or preshared
keys. Certificates can work only if each endpoint contains a certificate that is signed by
an authority that the other endpoint trusts. Preshared keys have the same problems that
passwords do: They do not remain secret for a very long period of time. If the endpoints
are not in the same domain and you cannot obtain certificates, preshared keys are your
only authentication option.

Encryption: The process of making data indistinct in preparation for transmission
between two endpoints. By using well-tested algorithms, each endpoint constructs and
exchanges cryptographic keys. The process ensures that only the endpoints know the
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keys; and if any key-exchange sequences are intercepted, the interceptor obtains nothing
of value. Xerox devices support DES and 3DES encryption types.

Filter: A description of the Internet Protocol (IP) addresses and protocols that can trigger
the establishment of an IPSec security association.

Filter action: The security requirements that are enabled when the traffic matches the
filters in a filter list.

Filter list: A collection of filters.

Internet Protocol security policy: The collection of rules that describe how
communications between computers are secured.

Rule: The link between a filter list and a filter action. When the traffic matches a filter list,
the corresponding filter action is triggered. An IPSec policy can contain multiple rules.

Security association: The collection of authentication and encryption methods that the
endpoints negotiate to establish a secure session.

Local Security Policies

To access Local Security Policies, select Start>Settings>Control
Panel>Administrative Tools>Local Security Policy. When displayed, select IP
security policies on Local Machine (some selection titles vary with operating system
version). The current default policies are displayed in the right pane.

&

File  Action  Yiew Help
e 2 B

| @ Security Sethings
+-_8 Account Policies
' @28 Local Policies
+l- (] Public Key Palicies # ] Server (Request Secu... For all IP traffic, abways req... Mo
[ [_1 software Restriction Policie
| ,g IP Security Policies on Loca

MName Descripkion Palicy Assigned

A1 Client (Respond Onbyd  Communicate normally {uns... Mo
Secure Server (Requir,., For all IP traffic, always req... Mo

To create a new policy and the rules that go with it, first define the filter lists and filter
actions.
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Adding a Filter List

1. Right-click on IP security policies on Local Machine and select Manage IP filter
lists and filter actions. The window that appears contains two tabs, Manage IP

Filter Lists and Manage Filter Actions.

x|

Manage IF Filter Lists l tamage Filber Actions]

— This dialog allows you to create and maintain the [P filter listz
%’ that describe wour netwaork. traffic.
——
The available IP filter listz are shared by all IP Security
policies.
IP Filter Lists:
Mame D' escription
A ICHP Traffic Matches all ICMP packets betw...
AP Traffic Matches all IP packeats from thiz ...
Add.. Edt. | Remove |

1]8 | Cancel | |

2. Onthe Manage IP Filter Lists tab click Add.

3. On P Filter List enter a Name for the filter list, for example, My Xerox Printer Filter.

Click Add again to start the IP Filter Wizard.

-
—
=5
7—'

M ame:

A P filker lizt iz compozed of multiple filkers. [0 thiz wan, multiple subnets, 1P
addreszes and protocol: can be combined into one [P filker.

2] x|

by erom Printer Filter

Dezcription; Add...

Filters: v se Add Wizard
Mirrared | Drescription Protocaol Source Part D estination
! B

Ok Cancel
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4. Click Next. For the Source Address select My IP Address.

Filter Wizard

IP Traffic Source o
Specify the source address of the [P traffic.
.
Source address:
Wy 1P Address j
< Back | Mext > | Cancel |

5. Click Next. For the Destination Address select A specific IP Address and enter in
the IP address of the Xerox device.

Filter Wizard

IP Traffic Destination
Specify the destination addrezz of the [P traffic.

Destination address:
A specific [P Address j

IF'au:Iu:Iress:I o . o0 . 0 . 0

Subriet mask: | 255 . 255 . 2?5 _ 25K

¢ Back M et = Canicel
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6. Click Next. For Select a protocol type select Any. This forces any protocol using

TCP/IP to run over IPSec through the connection from the Source Address to the

Destination Address.

2] x|

IP Protocol Type *
Select the IP pratocol tppe. [F thiz type iz TCP or UDP, you will alzo specify the
zource and destination portz, C

Select a protocol bppe:
Ay -

=

< Back Mext » Cancel

7. Click Next. Click Finish then OK. The name of the filter list you created, for example,
My Xerox Printer Filter, appears in the list of available IP filters on the Manage IP

filter lists and filter actions window.

Adding a Filter Action

1. With the Manage IP filter lists and filter actions window displayed, select the

Manage Filter Actions tab.

2

Manage IP Filter Lists  Manage Fiker Actions l

This dialog allows you ta create and maintain the filker actions
that describe the securty of your network.

The available filker actions are shared by all IP Security
policies.

Filker Actions:

ame

Permit

Fequest Security [Dptional]
Require Security

sdd. Edit.. |

Description

Permit unsecured IP packets to ..
Accepts unzecured communicat...
Accepts unsecured communicati...

Femave | v Use &dd wizard

ok

| Cancel |

2. Click Add to start the Filter Action Wizard, then click Next.
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3. Enter a name for the filter action, for example, My Xerox Printer Action, then click
Next.

Filter Action Wizard

Filter Action HName
Mame this filter action and provide a brief description.

Mame:

kuy Herom Printer Action

Description:

< Back | Mewt > | Cancel |

4. In General Options select Negotiate Security, then click Next.

| Filter Action E |

Filter Action General Options '.‘
Set the filter action behavior. e

i

" Permit
" Black
* Negotiate security;

¢ Back Mest » Cancel
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5. Verify Do not communicate with computers that do not support IPSec is

selected, then click Next.

]|

Communicating with computers that do not support IPSec '.‘
Communicating with computers that do not support IPSec may expose your e
rietmark, b gecurity rigks, p—

Do pou want o allow caommunication with computers the do not suppart IPSec?

¢ Do not communicate with computers that do not support IPSec.
(" Fall back to unsecured communication.

|Jge this option if there are computers that do not support IPSec on your network.
Commurication with computers that do not support IPSec may expose your network
to zecurity risks.

< Back Mest > ‘ Cancel |

6. For IP Traffic Security select Custom, then click Settings.

Filter Action Wizard

IP Traffic Security

Specify 5 zecuity method for P traffic. To add multiple securnity methods, edit the
filker action after completing the wizard.

Thig filter action requires at leaszt one secunty method for 1P traffic,

" Encmption and [ntegrity
Data will be encrepted, authenticated, and unmodified.

" Inteqgrity anly
Diata will be authentic and unmodified, but will not be encrypted.

* Custam

< Back Hewt » Cancel
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7. Inthe Encryption algorithm field select 3DES. Leave other settings/entries as they
are.

Custom Security Method Settings

Specify the settings for this custom security method.

| Data and address inteqgrity without encryption [&H]

| [

Iv Data integrity and encryption [ESP]:
Integrity algorithm:

|5HAT -

Encryption algarithm:
|3DES -

Sezsion key settings:

[ Generate a new key eveny: | Generate a new key every

Ebytes zeconds

QK | Cancel

8. Click OK. If a security warning appears, click OK then click Next.

9. Click Finish. The filter action you created, for example, My Xerox Printer Action,
appears in the list of available Filter Actions.

10. Double-click the action you just created to edit its Properties.
Security Methods ] General]

" Permit
" Block

*+ Megotiate security:

Security method preference order:

Type AH Integrity ESP Confidential... | ES Add...
Cugtom <MNone> 3DES SH -
Custom  <Mones DES SH Edi...
Cugtom SHaAT <Monex <M

Custom  MDB <Monex <M Remove
4 | ﬂ Move down

[ Accept unsecured communication, but always respond using IPSec
[ Allow unsecured communication with non-|PS ec-aware computer

[v Session key perfect forward secrecy [PFS)

0k | Cancel Apply

11. Verify the Accept unsecured communication, but always respond using
IPSec.and Allow unsecured communication with non-IPSec-aware computer are
not checked.

12. Check Session key perfect forward secrecy (PFS).
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13. Click OK.
14. Click Close to finish.

Creating an IP Security Policy Rule

To use an IPSec policy at least one rule that links a filter list to a filter action is required.

1. Inthe Local Security Settings window right click IP Security Policies on Local
Machine and select Create IP Security Policy, to start the IP Security Policy
Wizard.

2. Click Next. Enter a name for the policy, for example My Xerox Printer Policy.

HE

IP Security Policy Hame “
tame thiz [P Security policy and provide a brief description
-—

M ame:

by Ferox Printer Policy

D ezcription:

< Back Mext = ‘ Cancel ‘

3. Click Next. Uncheck the Activate the default response rule.

[

X

- - »
Requests for Secure Communication
Specify how thiz policy responds to requests for secure communication

The default response rule responds ta remote computers that request secunty, when no
other e applies. To communicate securely, the computer must respond to requests for
secure communicaton.

[ Activate the default response nle.

< Back Mext > Cancel
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4. Click Next, then click Finish.

5. The New IP Security Policy Properties window appears. Click Add to start a new

rule.
2| x|
Rules ]General]
Security rules for communicating with ather computers
IP Security rules:
IP Filter List | Filter Action | Authentication... | Tu
(| <Dynamics Default Response Kerberos Me
4| | ﬂ
Add... | Edit.. | ¥ Use Add Wizard
0K | Cancel |

6. Click Next to start the Security Rule Wizard.

7. Forthe Tunnel Endpoint select This rule does not specify a new tunnel then click
Next.

e

Tunnel Endpoint *
The tunnel endpaint iz the tunneling computer clozest to the P traffic destination, %
az gpecified by the security rule's 1P filker list, —

An IPSec tunnel allows packets to traverze a public ar private internetwork. with the
securty level of a direct, private connection between two computers.

Specify the tunnel endpaint far the [P Security rule:

* Thiz rule does nat specify a tunnel

" The tunnel endpaint is specified by thiz |P address:

< Back et = Cahicel
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8. Select Local Area Network (LAN) for Network Type

Metwork Type .
The security rule must be applied to a network, tupe. %
e

Select the network, tupe:

Al netwark, connections
* Local area network, [LAMN]

" Remaote access

¢ Back Mest = | Cancel |

9. Click Next. Select Use this string to protect the key exchange (preshared key):
for the Authentication Method.

Note: This document only describes the preshared key authentication method. Other
authentication methods are available.

HE

Authentication Method .
To add multiple authentication methods, edit the securnity rule after completing the %
-—

1P Security rule wizard.

Set the initial authentication method for thiz security rule:

" Active Directory default [Kerberos %5 protocal)

" Use a certificate from thiz certification authority [CA):

[Ess. |
A

* Use thiz string to protect the key exchange [preshared key:

[ -]

¢ Back Mest > ‘ Cancel ‘

10. Enter a string of alphanumeric characters to serve as the preshared key.

IMPORTANT: You must duplicate this string in the Xerox device IPSec configuration
process described in the next section, “Configuring IPSec on a Xerox Device.”

dc06cc0390
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11. Click Next. Select the filter created earlier (for example, My Xerox Printer Filter)

from the list.
2|
IP Filter List -
Select the 1P filter izt for the twpe of 1P traffic to which thiz secunty iile applies, %
e

IF ru IP filker iy the Following list matches pour needs, chck Add to create a new one.

1P filter lizts:
M arne | D ezcription | Add...
O AlICMP Traffic Matches all ICMP packets bet...
O 4 IP Traffic Matches all IP packets from ... Edi...
(=} My Xerox Printer Filter
Remaove

< Back ‘ Mewut » | Cancel

12. Click Next. Select the filter action created earlier (for example, My Xerox Printer

Action) from the list.

Filter Action *
Select the filker action far thiz security rule, %
~—

If o filker actionz in the following list matches your needs, click Add to create a new
one, Select Use Add Wizard to create a filker action using the wizard,

v UseAddWizard

Filker &.ctions:
Marie | Description | Add...
O Pamit Permit unsecured IP packets b
O Request Security [Optionall  Accepts unsecured commuri... Edit...
O Require Security Accepts unsecured comnuni...
(& My Kerox Printer Action Aocepts unsecured commoni... HEmas
< Back Mt » Cancel

13. Click Next then Finish.
14. Click OK then Close.

15. To activate the policy, on the Local Securities Settings window select IP Security
Policies on Local Machine in the left hand pane, then right click on the My Xerox

Printer Policy and select Assign.

dc06¢cc0390
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Configuring IPSec on a Xerox Device

Before you can configure IPSec on a Xerox device, you must acquire an SSL certificate
and enable SSL.

Acquiring an SSL Certificate

The types of SSL certificates available are described in the following list. Use the process
in either “Create a Self Signed Certficate,” or “Create a Certificate Signing Request and
Upload the Signed Certificate,” to acquire an SSL certificate.

e Self Signed Certificate: Establish a Self Signed Certificate on this machine. This
option creates a certificate that is not validated by a Certificate Authority. This type of
certificate is used primarily to obtain a key. The information you enter is similar to that
required to request an external certificate but it serves no real purpose. A self-signed
certificate can expire and still have a valid, usable key. Depending on the security
level you require, this selection may not be adequate.

e Certificate Signing Request: Download a Certificate Sighing Request to be
processed by a Trusted Certificate Authority. The information on this page is
saved in a .pem.txt file that is sent to an external authority who can issue a certificate.

Create a Self Signed Certificate

1. Enter the IP address or host name of the WorkCentre or WorkCentre Pro in a
browser Address field. Select the Properties tab, expand Security and select SSL.

Configure S5L
Protocal: [~ Enabled
Fort Mumber:

Machine Digital Certificate

Current Status: « A digital certificate is not estabhlished on this machine.

Create New Cerificate |

Apply Lndo

2. Click Create New Certificate.

Properties

Description SSL

On Demand Overwrite
» General Setup
» Connectivity
» Services o
- Security
Authentication Server -
IP Filtering
Audit Log

Self Signed Certificata:
Establish a Self Signed Cedificate an this machine.

Certificate Signing Request:
Download a Cerdificate Signing Requestto be processed by a Trusted Cerificate Authority.

Cantinue Cancel

IP Sec
Trusted Certificate Authorities
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3. Select Self Signed Certificate: Establish a Self Signed Certificate on this
machine then click Continue.

XEROX WORKCENTRE PRO

Properties

SSL

2 Lezitar Sownily ot Note: This is a required field.

State/ Province Mame: |

Locality Mame: |

QOrganization Mame: |

Organization Unit: |

Cammaon Mame: BABY. dssc.mc.xerox.com

E-mail Address: |
Days of Validity: {1-9959)

apply | unda | cancel |

Enter information for a self-signed certificate. The country code field entry is required.

Click Apply. The Administrator Authentication screen may appear. Enter the current
User Name and Password and click OK. The SSL page appears and shows that the
device has a Self Signed Certificate.

Configure SSL
Protocol: I~ Enabled
Part Mumber:

Machine Digital Certificate

Current Status: e A Self Signed Certificate is established on this machine,
=« A Cedificate Signing Requestwas downloaded for processing by a Trusted Cedificate Autharity.
=« LUpload the Signed Cedificate when itis received.

Create Mew Cedificate | Upload Signed Cerificate

Apply Undo

dc06¢cc0390
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Create a Certificate Signing Request and Upload the Signed Certificate

1. Enter the IP address or host name of the WorkCentre or WorkCentre Pro in a
browser Address field. Select the Properties tab, expand Security and select SSL.

Configure SSL
Protocal: ™ Enabled

Fort Mumber:
Machine Digital Certificate

Zurrent Status: « A digital cedificate is not established onthis machine.

Create MNew Certificate |

Apply Lindo

2. Click Create New Certificate. Select Certificate Signing Request: Download a
Certificate Signhing Request to be processed by a Trusted Certificate Authority
then click Continue.

SSL

Create New Certificate

Self Signed Certificate:
Estahlizh a Self Signed Cedificate an this machine.

Cerificate Signing Reguest:
Download a Cerificate Signing Reguest to be processed by a Trusted Certificate Authority.

Continue | Cancel |

3. Enter the information you wish to appear in your Certificate Signing Request.

XEROX WORKCENTRE PRO

Properties

SSL

Certificate Signing Request (CSR)

2 Ltz Couiily Co: Mote: This is a required field.

Statel Province Name: |

Locality Mame: |

Qrganization Mame: |

Organization Unit: |

Common Mame: BABY. dssc.me.xerox.com

E-mail Address: |

Apply| Lindo | Cancel |

4. Click Apply. The Administrator Authentication screen may appear. Enter the current
User Name and Password and click OK.
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5. The certificate request information you entered is displayed. Below this data, right-
click the link and select Save Target As.

SSL
2 Letter Country Cade: L5
States Province Mame: MY
Lacality Mame: Henrietta
Qrganization Mame: Heroy
Qrganization Unit; Bldg 111
Common MName: BABY.dssc.mexermecom
E-mail Address: somebodyg@somewhera.com
Right-click to save this certificate for submission to a trusted certificate authority.

| | Cancel |

6. Save the .pem.txt file and send it to a trusted certificate authority. A status message
appears on the SSL page indicating a Certificate Signing Request is pending.

Configure SSL
Pratocol: [~ Enahled
Paort Mumber:

Machine Digital Certificate

Current Status; = A digital cedificate is not established on this machine.
» A Cedificate Signing Reguest was downloaded for processing by a Trusted Cedificate Authaority.
& Upload the Signed Cerificate when itis received.

Create New Certiicate | Upload Signed Certificate |

Apply Undo

You receive natification of the signed certificate in a manner that complies with the policy
of the authority issuing the certificate (for example, via email).

1. When you receive the signed certificate, access the SSL page again and click
Upload Signed Certificate.

2. Click Browse, locate the certificate (.pem file), and click Upload Certificate.

3. Current Status on the SSL page shows a Signed Certificate resides on the device.

Enable SSL

After a certificate exists you can enable SSL.

1. Enter the IP address or host name of the WorkCentre or WorkCentre Pro in a
browser Address field. Select the Properties tab, expand Security and select SSL.

2. Select the Protocol Enabled box and click Apply.

dc06cc0390
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Enable IPSec

1. Enter the IP address or host name of the WorkCentre or WorkCentre Pro in the
browser Address field.

2. Select the Properties tab and expand Security. Select IP Sec.

Internet Services XEROX WORKCENTRE PRO

| Properties
s —

Description IP Sec

On Demand Overwrite
» Connectivity
} Services Current Status:» A Shared Secret does not currently exist on this machine. One will need to be created before [P Sec

T can be enabled.
« Security = S5S5L Protocol i not currently enahled. 5L must be enabled to ensure secure fransmission of the
Authentication Server Shared Secret

IP Filteting

Audit Log

o Protocal I Enabled

Trusted Certificate Authorities

|
L —

Shared Secret |

‘erify Shared Secret. |

I Selectto save new Shared Secret

Apply LUndo

Check the Enabled box.
4. |If required, click Flush All IP Sec Connections.

In the Shared Secret field, enter the pre-shared key string you entered in the
Authentication Method screen of the Security Rule Wizard (see “Creating an IP
Security Policy Rule”).

Using Your Secure Connection

To test the secure connection select Start>Run to open up a console window on the
client or server configured for IPsec, enter cmd and click OK. Use the ping <IP
Address> command where <IP Address> is the IP of the Xerox device. If the
configuration is correct you see the Negotiating security messages and then ping exits.

B C:\WINDOWS\system32\cmd. exe

C:*Documents and Settings“~Administrator>ping 13.121.8_.143

Pinging 13_.121_8_143 with 32 bytes of data:

Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.

Ping statistics for 13.121.8.143:
Packetzs: Sent = 4, Received = @, Lost = 4 (188 loss),

C:wDocuments and Settings“Administrator’>

Now, when you send a print job try print to the device from an application, it is using
IPSec.

dc06cc0390
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Additional Information

Xerox Customer Support welcomes feedback on all documentation - send feedback via
e-mail to: USA.DSSC.Doc.Feedback@mc.usa.xerox.com.

You can reach Xerox Customer Support at 1-800-821-2797 (USA),
TTY 1-800-855-2880 or at http://www.xerox.com.

Other Tips about Xerox multifunction devices are available at the following URL:
http://www.office.xerox.com/support/dctips/dctips.html.

XEROX ®, The Document Company ®, the digital X ®, and all Xerox product names are trademarks of XEROX
CORPORATION. Other trademarks belong to their respective owners.

Copyright © XEROX CORPORATION 2006. All Rights Reserved.
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