o)

dc05cc0373
March 15, 2006

Xerox Multifunction Devices

Customer Tips

.. for the user

This document applies
to these Xerox
products:

x | WC Pro 232/238/245/
255/265/275

WC 232/238/245/255/
265/275

x | WC Pro C2128/C2636/
C3545

x | WC Pro 165/175

WC M165/M175

X | WC Pro 32/40 Color

X | WC Pro 65/75/90

x | WC Pro 35/45/55

WC M35/M45/M55

x | DC 555/545/535

x | DC 490/480/470/460

x | DC 440/432/425/420

dc05cc0373

Scanning with TCP/IP in Novell
5.X, 6.x Using Web Templates

Purpose

This document contains the procedure to set up scanning in a Novell 5.x or 6.x
environment using TCP/IP. The procedure requires that Novell FTP is loaded and

running on the server.

Note: This Customer Tip is only a guide. Every network is different. If the procedures are
not written for your environment, use them as a guide to configure your network.

Network Setup

This section describes how to create a user name and the home directory for the device

to scan to the Novell server using FTP.

Open the NW Admin application located in the sys\public\win32 folder on the Netware

server.

1. Right click on the container and choose Create. In the New Object box, choose

User. Select OK.

E
m B New Object
"€ printers Paent:

32 SMS SI  dnse

- & admin
I & adminiy Class of new object

- & Mike &, Fiint Server [Mon NDPS)
I & Roger | & Pinter (Non NDPS)
& Tom Frofile

I & DBERT QQ SLF Directony Agent
= dogbe SLP Scope Unit

| 2 DBERT [F] Template

ok

[ ]
cod |
a |
L ]

Cancel
Contest

Help

B NW5_SERY_S7TS

I Fl NW5_SERY
& DBERT_PS
& dogbert_ps

MI=1EY
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Enter the login information, check the Create Home Directory box, and check

Define additional properties box. Make sure the Home Directory name is the
same name as the Login name. Select the Browse box.

|- printers
%8 SMS SMDR Group

- & admin

I & administrator

- & Mike

I & Roger

- & Tom

& DBERT_P

I & dogbert_p

- Z DBERT_Q

£ dogbert_q

£ NW5_SERY Backup Queue

- B NW5h_SERV_SYS

B NW5_SERY_VOLI1

- Bl Nwh_SERY_VO0L2

- B NW5_SERY_VO0OL3_NSS

- El NW5_SERV

& DBERT_PS

I & dogbert_ps

& MNovell+NetWare 5 Conn SCL+510

| 2 Create User

Lagin name:

‘Scanner

Last name:

‘User

[ Use template:

v Create Home Directory:
Path:

v Define additional properties
-

> Home Directory:  |Scanner

A | Browse

3. Choose the volume where you want the home directory to reside. Select OK.

Note: Create a Home Directory to assure correct rights are assigned, and that the
user and the scan folder are in the exact same container.

I-“E printers
&2 SMS SMDR Group

& admin

I & administrator

- & Mike

I & Roger

& Tom

& DBERT_P

I & dogbert_p

X DBERT_Q

Z dogbert_q

£ Nwh_SERY Backup Queue

- B NW5_SERY_SYS

- B NW5_SERY_VOL1

- B NwW5_SERY_YOL2

- B NWh_SERV_WVOL3_NSS

- E NW5s_SERY

B DBERT_PS

I & dogbert_ps

LB NawallsNatWara & Cann 201 4510

4. Select Create.

- printers

&8 SMS SMDR Group

- & admin

I & administrator

- & Mike

I & Poger

& Tom

& DBERT_P

& dogbert_p

& DBERT_Q

£ dogbert_q

-E NW5_SERY Backup Queue
B NW5_SERV_SYS

B NW5_SERV_VOL1

B Nw5_SERY_VOL2

B Nw5_SERY_VOL3_NSS

- H NW5_SERV

& DBERT_PS

& dogbert_ps

ovell+NetWare 5 Conn SCL+510
ovell+NetWare & Server+510
FEENLS_LSP_NW5S_SERY

] B Create Us

) Select Object

DHSC...

Available objects:

Browse contest:
Cancel

Help

e

Novell+Metw/ are 5 Conn SCL+E
Novel+Metw/are 5 Server+510
NwB_SERY_SY'S
NwS_SERY_WOLA
WwE_SERY_WOLZ
NwE_SERY_WOLI_NSS

B8 printers

K

| &

Change Cortest...

Login name:
iScanner

Cancel !
Last name:
P _ e |
I Use template:

l

|w Create Home Directory:

Path:
MNwE_SERY_WOL1.DNSC

Home Directony:  |Scanner
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5. Select Password Restrictions from the tabs on the right.

- & Scanner
|- printers
&8 SMS SMDR Group

- & admin

- & administrator

- & Mike

I & Foger

- & Tom

& DBERT_P

& dogbert_p

£ DBERT_Q

* dogbert_q

& NW5_SERY Backup Queue)
- B NW5_SERY_SYS
Nwh_SERY_VOL1
Nwh_SERY_YOL2

- B NW5_SERY_VOL3_NS5S

- Fl Nw5_SERY

& DBERT_PS

I & dogbert_ps
Novell+Netware b Conn 5(
Novell+Netvare b Server+

Scanner

|dentification

Login name:  Scanner, DMSC

Given name: ]

Last name: ]User

Full hame: ]

Generational

gualifier: Middle initial:

Other name: | é{ _I Lagin Time Restrictions

s ] E‘i —I Metwork Address

Description: : F_igs@_nc:tlo_n_ |=

Login Script

Location: ] é{ _I e 1
= ntruder Lockout

Department: ] E‘j _I - |

Telephone: ] E _I Rights ta Files and 3

AR i I Diirectaries )

Fax number: | g _I :

_ | Canicel ‘ Page Options.... ‘ Help ‘

6. On the Password Restrictions screen, check the Require a password box. Then

click Change Password.

=
i3 dnsc
|- printers
&8 SMS SMDR Group
I & admin
I & administrator
- & Mike
- & Roger
& Tom
& DBERT_P
& dogbert_p
& DBERT_Q
Z dogbert_qg
£ NW5_SERY Backup Queue
B NW5_SERY_SYS
- B Nw5_SERY _VOL1
EIDELETED.SAY
£2 Mike
1 QUEVES
B Roger
ETom

? User : Scanner

Pazsword Restrictions

[ Allaws user to change password

I¥ Require a passward

Minimum password length: 5
-
,_
’7

-
-

’—

’—

< ]
_ - i el L |

Group Membership

Idertification =
Environment |
Login Restictions |

|

Security Equal To o

3

Identifization

Errviranment

Login Restrictions |

Password Restrictions

Login Time Restictions |

Metwork Address
Festiction

Lagin Secript

Intruder Lockaot

Rightz to Files and
Directories

Group Membership

MR

IE3

Security Equal Ta
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Enter a password and verify it. Select OK.

|- "€ printers
&8 SMS SMDR Group
- & admin
I & administrator
- & Mike
I & Roger
& Tom
& DBERT_P
& dogbert_p
& DBERT_Q
£ dogbert_q
£ NW5_SERY Backup Queue
B NW5_SERY_SYS
B NW5_SERY_VOL1
EIDELETED.SAY
£ Mike
I QUEUES
Bl Roger
ETom

||
_ 0K Cancel | Page Options.... | Help |

Password Restictions

[ Allow user to change password

Iv Bequire a password
5

B Change Password

Minimum password length:

—

Mew password:

[ B

5 Fietype new password:

|

Change Password...

’— The paszword change is effective when 0K is
clicked and cannot be undone from the main dialog.

Identification —

Envirarment

Login Restrictions

Cancel
Help

Select Login Restrictions from the tabs on the right.

B User : Scanner

* Scanner

|- "8 printers
&8 SMS SMDR Group
- & admin
I & administrator
- & Mike
- & Roger
- & Tom
& DBERT_P
& dogbert_p
- Z DBERT_Q
£ dogbert_q
£ NW5_SERY Backup Queue
- B NW5h_SERV_SYS
B NW5_SERY_VOLI1
EIDELETED.SAY
B Mike
1 QUEUES
E1 Roger
£ Tom

||
_ - L b i s

Password Restrictions

[ Allows user to change password

Iv Require a password

Minimum pazsword length: 5
P
,_
’7

-
r

’—

’—

Change Paszword...

Identification

Environment

Password Restrictions

Lagin Time Restrictions
Metwork Address
Restriction

Lagin Script

Intruder Lockout

Rights to Files and
Directories

Graup Membership

Security Equal To
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9. On the Login Restrictions screen, make sure there are 3 or more concurrent logins. If

the box is not checked, the connections are unlimited. The device requires 3 logins

for scanning. Click OK.

s dnsc

I8 printers

&2 SMS SMDR Group
I & admin

I & administrator

- & Mike

I & Roger

& Tom

& DBERT_P

& dogbert_p

FZ DBERT_Q

Z dogbert_q

£ NwW5_SERY Backup Queue
B NwW5_SERY_SYS
I B Nw5_SERY_vOLI1
I DELETED.SAY
£1 Mike

£1 QUEUES

Bl Roger

Bl Tom

/¢4 Internet
Internet Explorer

E-mail
Microsoft Qutlook

E Iicrosoft Word

! h.ﬁ Adobe Reader 6.0
B WordPad

all Programs D

| User : Scanner

Login Restrictions

[ Account disabled

[~ Agcount has expiration date

-

[¥ Limit concurrent connections

Last login:

Masimum connections: |4

|

|dentifization
Enwiranment
Login Restrictions
Pazsword Restrictions
Login Time Festrictions
Network Address
Restiction L
Login Script
Intuder Lockout
Rights to Filez and
Directories

Group Membership

JULL

Security Equal To

I

__-_} My Documents
_f} My Pictures
) My Music

55 My Computer

‘g My Network Places

@ Contraol Panel

Sek Program Access and
Defaults

ﬁé Ptinters and Faxes

@) Help and Suppork

1l
_ oK. | Cancel | Page Options... Help 1

Testing the FTP Connection

The procedure in this section uses the user name and password created in the previous
section to test the FTP connection to the server.

1. Open a command prompt by going to the Start option and choose Run.
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Type CMD and click OK.
Run .?

i Type the name aof a prograrm, Folder, document, ar
= Internet resource, and Windows will open it Faor wou,

Open: | v|

[ 4 H Cancel H Browse, .. ]

A screen similar to the following one appears. Type ftp (Space) XXX.XXX.XXX.XXX,
where x is the IP address of the Novell server running the FTP service. Press Enter.

e C:AWINDOWS\system32icmd.exe

(C) Copyright 1985-28081 Microsoft Corp.

icrosoft Windows XP [Uersion 5.1.26081 :fi
noftp 13.245.47.43

You receive a reply similar to the one in the following screen: Connected to
XXX.XXX.XXX.XXX. (where x is the IP address of the Novell server running the FTP
service).

e C:AWINDOWS\system32\cmd.exe - fip 13.245.47.43

icroszoft Windows XP [Uersion 5.1.26801 -
(C» Copyright 1985-28081 Microsoft Corp.

neftp 13.245.47 .43

onnected to 13.245.47.43.

28 Service Ready for new User
ser (13.245.47 . 43:{(noned>:

Enter the name of the user created in "Network Setup" step 2 (earlier in this
document), and press Enter.

v C:\WINDOWS\system32\cmd.exe - fip 13.245.47.43

icroszoft Windows HP [Uerszion 5.1.268H1] -
<G> Copyright 1985-28081 Microsoft Corp.

nftp 13245 47 .43

onnected to 13.245.47.43.

28 Service Ready for new User

ser (13.245.47. 43 Cnonel}: scanner

Enter the password of the user created in "Network Setup” step 7 (earlier in this
document), and press Enter.

Note: The cursor may not move when typing the password.

o C:AWINDOWS\system32\cmd.exe - fip 13.245.47.43

icrozoft Windows XP [Uerzion 5.1.260881 -
(C» Copyright 1985-2881 Microsoft Corp.

swaftp 13,245 .47 .43

onnected to 13.245%.47.43.

28 Service Ready for neuw User

gser (13.245.47_43:C(nonel): scanner
31 Password Meeded for Login
assword:

dc05¢cc0373
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7. A message appears saying the user is Logged in Successfully.

+ C:AWINDOWS\system32\cmd.exe - fip 13.245.47.43

icrozoft Windows XP [Uerszion 5.1.26801
(C» Copyright 1985-2001 Microsoft Corp.

naftp 1324547 .43 e
onnected to 13.245_47 .43,

28 Service Ready for new User

gser (13.245%.47_43:C(none)): scanner

31 Password Meeded for Login

assword:

3B>User scanner Logged in Successfully

tp

Type pwd, and press Enter. The current working directory is shown in quotes. In this
example, the current directory is "/voll/scanner”. This is the home directory of the
scan user.

Note: The home directory of the scan user is used to populate Document Path on the
Filing Destination Web page. See "Setting Up the Scanner" step 5 (later in this
document).

C:AWINDOWS\system32\cmd.exe - fip 13.245.47.43
icrozoft Windows HP [Uersion 5.1.260@1

<C» Copyright 1985-2081 Microsoft Corp.

naftp 13.245.47.43
onnected to 13.24%.47_43.
28 Service Ready for new User

ser (13.245.47.43:C(nonel>: scanner

31 Password Needed for Login

assuord:

38 User scanner Logged in Successfully

tp> pud
57 "suwoll/scanner' iz Current Directory
tp>

9. To test the create rights of the scan user to the home directory, type mkdir test to

create a test folder. Then press Enter.

v CAWINDOWS\system32\cmd.exe - fip 13.245.47.43

icrosoft Windows BP [Uersion G5.1.268@1 -
(C> Copyright 1985-2881 Microsoft Corp.

snftp 13245 4743

onnected to 13.245.47_43.

28 Service Ready for new User

ser (13.245.47.43:C(nonel>: scanner

31 Password Needed for Login

assuord:

38 User scanner Logged in Successfully
tp> pud

57 "svollrscanner" is Current Directory
tp> mkdir test_

10. A message appears saying the test folder is being created.

e CAWINDOWS\system32\cmd.exe - fip 13.245.47.43

(C> Copyright 1985-2081 Microsoft Corp.

naftp 13.245_.47 .43

onnected to 13.245_47 .43,

28 Service Ready for new User

gser (13.245%.47_43:C(none)): scanner

31 Password Needed for Login

assword:

38 User scanner Logged in Successfully
tp> pwd

27 "wwollrsscanner" is Current Directory
tp> mkdir test

57>Creating Directory "~voll-/scanner/test"
tp

icrosoft Windows XP [Uersion 5.1.26801 :fi
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11. To test if the scan user has delete rights for the home directory, type rmdir test to
delete the test folder. Then press Enter.

e C:AWINDOWS\system32\cmd.exe - fip 13.245.47.43

icrosoft Windows HP [Uersion 5.1.268H1 -
CCY Copyright 1285-2881 Microsoft Corp.

naftp 132454743

onnected to 13.245.47.43.

28 Service Ready for new User

ser (13.245.47.43:(nonel>: scanner

31 Password HNeeded for Login

assuword:

38 User scanner Logged in Successfully

tp> pud

L7 "~uwoll/scanner'" is Current Directory
tp>» mkdir test

57 Creating Directory “suvoll/scanner-test"
tp» rndir test_

12. A message appears saying the test folder is removed. Type bye to exit the FTP
service, and close the command prompt.

ev C:AWINDOWS\system32\cmd.exe - fip 13.245.47.43

icrosoft Windows HP [Uersion 5.1.26881
(C» Copyright 1985-2881 Microsoft Corp.

naftp 13.245.47 .43

onnected to 13.245.47.43.

28 Service Ready for new User

ser (13.245.47_43:<{noned>: scanner
331 Password Needed for Login
Password:
238 User scanner Logged in Successfully
Ftp> pud
257 "~svolisscanner" is Current Directory
ftp> mkdir test
257 Creating Directory "svoll/scanner-test"
ftp> rmndir test
%53>Remuued Directory "svoll/scanner/test"
tp

Note: If all of the ftp commands are successful, the scan user and scan folder are set
properly.

Setting up the Scanner

This section describes how to configure the device repository using the device’'s Web Ul.

1. Open a browser and enter the IP address of the device in the URL address box to
display the Xerox multifunction device Web page.

Internet Services

XEROX WORKCENTRE PRO S

ﬁﬁ"XERO)( WORKCENTRE PRO General
o |ceneral
[ merts
---@Trays
@ Consumables
Name: QAK
IP Address: 13.245.47.185
Location: DNSC main lab
Status: Power Saver Mode On
1-55052-01 The machine is currently in Power Saver Mode. Mo userintervention is required. Printing will start
when a Job is received from the netwotk or a scan job s ready to print
Refresh Reboot Machine
r
X Copyright @ Xerox Corporation 1997-2003. Al rights reserved.

dc05¢cc0373
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2. Select the Properties tab.

Internet Services

XEROX WORKCENTRE PRO

Properties
{HXEROX WORKCENTRE PRO

cription|

On Demand Overwrite
1 (] General Setup

[ L1 Connectivity

\+J [Senvices

Properties

Description
Identification
Machine Model: HeroxWorkCentre Pro 80, w1 Multifunction Systemn
Product CodeiSerial Number: MTEDDS501
Machine Name Qak
LEaHE DNSC main lab

Apply Undo

3. Onthe left side expand the Services folder.

Internet Services

XEROX WORKCENTRE PRO

| Properties

" Properties

{fyXEROX WORKCENTRE PRO
H E‘ D ption|
H ﬁ On Demand Ovarwrite

[ General Setup

Description

Machine Model: Herox WarkCentre Pro 80, ¥l Muliifunction System
Product Code/Setial Mumbetr: MTEO0S501

Machine Name: [0ak

Locatbt DNSC main lab

Apply Undo

Select the Network Scanning option, and highlight File Repository Setup. In the

Default File Destination section choose Add.

Note: If the file repository is already defined, Edit replaces Add.

Internet Services

XEROX WORKCENTRE PRO

@’XEROX WORKCENTRE PRO
i @ Description
- @ On Demand Owervrite

[+ ({1 General Setup

[ Connectivity

= envices

[ Printing

+ {JFax

[=-E=MNetwork Scanning

Default Template
R Advanced
{{1Machine Software
{1Internet Messaging
{_J Authentication Server -

X

Index Help...

| properties

File Repository Setup

" Default File Destination
File (Default): Not Defined

Mote: A default file destination must be defined in order to use the network scanning service
Alternate File Destinations

Customer Support
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5. On the Filing Destination screen, select or enter the following:
Protocol: TCP/IP

e Select IP Address or Host Name
e |P Address and Port: IP/Host Name of the Novell server.

e Document Path: enter the home directory of the scan user from the FTP session
(see step 8 in "Testing the FTP Connection" earlier in this document). In this
example it is: /voll/scanner.

e Enter the login name and password used to log into FTP and verify the
password.

Internet Services

XEROX WORKCENTRE PRO

| Properties

{fXEROX WORKCENTRE PRO g : .
-] Deseription Flllng Destination
-~ {] on Demand Overwrite

3 General Setup — ]

Friendly Mame:

Example; Purchasing Department

Protocal: TCRIP v
L— = Network Scanning Name o IP Address @) IP Address
[ zeneral O HostName
s IP Address and Port: 13 245 |47 3 e
ZNDefault Templats & * i

| F{3Advanced Document Path
; Machine Software

N_D\Uscanner

Login Mame:
T]Internet Messaging . SC?'?“?.'
[ Authentication Server b Passwaord F—
Retype paseword ssssn
X
Selectto save new password.

XEROX
Apply Cancel

6. Click Apply. If prompted enter the device’'s administrators user name and password
(defaults are admin (lower case), and 1111).

Internet Services

XEROX WORKCENTRE PRO Index Help...

onnect to 13.245.47.185

ﬁE’XE OX WORKCENTRE PRO [ ;"2\
s @Descr\mion A
E] On Demand Overwrite
{1 General Setup
Connectivity

Adrninistration

User name: € admin

Password; e

I Fax

v
= #=Network Scanning Marme { [CIremember my passtard s
[W] zeneral B

= e J |

Ty eranner

| -ZNDefault Template
| F{gAdvanced Docurm

Machine Software

Login Name c
Internet Messaging Y Scanner
[ Avthentication Server v Password E—
Retype password: —
X
Selectto save new password.

AEROR Apply Cancel

dc05cc0373
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7. The Default File Destination is populated, similar to the following example.

Index Help...

Internet Services

XEROX WORKCENTRE PRO

| Properties

WXEROX WORKCENTRE PRO
@ Description
-] On Demand Cvenarite
[+ General Setup
[+ Connectivity
= #=Senvices
{2 Printing

#-aFax

H ZDefault Template
. I Advanced
E} [1Machine Software
R Internet Messading

X

File Repository Setup

Default File Destination

File {Defaulty: fscanner on i1 3.245 47,43 21/vol1iscanner

Alternate File Destinations

8. To verify the default file destination select Default Template on the left of the page.
In the File section, the destination is populated. It should match the Default File
Destination shown on the previous page.

Note: The Default Template should now appear on the Scan tab of the device. Do a test
scan to verify scanning is working.

Internet Services

XEROX WORKCENTRE PRO

Properties

‘@’KERD)( WORKCENTRE PRO
@ Description
@ On Demand Owerwrite
{1 General Setup
{2 Connectivity
o #=Senvices
-1 Printing
- Fax
[ #=Metwork Scanning
@ General
; @ File Repositary Setup
; Default Templatel
{3 Advanced
-1 Machine Software
- Internet Messaging
-2 Authentication Server

Default Template

Destination Services

[] Eile
O Fax

Name / Format

Document Name:
Daocument Forrmat

X

Document Management Fields (Optional)

Field Mame, Field Lahel, Default Value Add

I ‘ Frit
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Adding Additional Templates
This section describes how to create the optional Web templates.

1. Open the home directory shown in "Network Setup” step 4, and create as many
folders as you need for templates. The following example shows three, User_1,
User_2, User_3. The DOC.PDF and the DOC.XST files indicate that the scan to the
Default Template, described in the previous section, was a success.

File Edit View Favorites Tools  Help

OBack - & ? 7/ Search Folders Elv

lser_1

File and Folder Tasks & TUser_z

4 JUser_3
) Make a new foldsr =% DOC.POF
&8 Publish this Folder to the |)poc. st

‘Weh

2. Access the Web page of the device and select the Scan tab.

Internet Services

XEROX WORKCENTRE PRO el e

New Distribution Template

"General Information .

Ternplate Narme
Description (Optional)

Owner (Optional):

3. Click New Template. Enter a name in the General Information section and select
Add.

Internet Services
XEROX WORKCENTRE PRO Index Help...

New Distribution Template

=

Template Kame User 1
Description {Optional)

Owner (Optional):

dc05¢cc0373
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4. Highlight the new template on the left side. In the File section, select Edit.

Internet Services

XEROCX WORKCENTRE PRO

(] tew Template

Lemplates: Distribution: User_1 jJDe'e‘e
Copy

Description
| Owner
Destination Services
Senices: Eila
[ Fax

Name / Format

Diocument Name Do
Docurent Format

Document Management Fields (Optional)
o
X Field Name, Field Label, Defaultvaue i R Add
Edit
| ;

XEROX \

5. Enter the name of a folder you created in step 1 of this procedure in Document Path
Add (Optional), and click Apply.

Internet Services
XEROX WORKCENTRE PRO

T %, e
Status i =

i i
 Print

%DIM&S: Distribution: User_1
hlew Template

Filing Dastination

‘ Filing Paolicy Fiename hew File B

File Destination JoniM3.245 47 135:21iMwepd0fow_scanfdatarsystemipublics
Protocol: TCPRIP

IP Address and Port: 132454713521

Diocument Path; .fwcpgﬂfcwiscanfdata!syslemfpuh!ici

Add {Optianal): | User_1

Login Mame: HECANS

Apply Cancel

6. Repeat this procedure to create as many templates as needed.

Additional Information
This Customer Tip provided by Xerox Digital Network Solutions Center.

Xerox Customer Support welcomes feedback on all documentation - send feedback via
e-mail to: USA.DSSC.Doc.Feedback@usa.xerox.com.

You can reach Xerox Customer Support at 1-800-821-2797 (USA),
TTY 1-800-855-2880 or at http://www.xerox.com.

Other Tips about Xerox multifunction devices are available at the following URL:
http://www.office.xerox.com/support/dctips/dctips.html.

XEROX ®, The Document Company ®, the digital X ®, and all Xerox product names are trademarks of XEROX
CORPORATION. Other trademarks belong to their respective owners.

Copyright © XEROX CORPORATION 2006. All Rights Reserved.
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