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Information is your company’s greatest asset.
Xerox can help you keep it safe.

Common Criteria Certification
The Xerox CopyCentre® C2128/C2636/C3545 copiers and
WorkCentre® Pro C2128/C2636/C3545 advanced color
multifunction systems are the first color digital multi-
function devices in the industry to be certified according
to the international Common Criteria as administered by
NIAP (the National Information Assurance Partnership).
Xerox believes that a complete system certification
provides a better assessment of security than one limited
only to a component or kit.

Some manufacturers limit the scope of the evaluation
to only a subset of functions or a kit. Xerox is the only
manufacturer to certify complete products.

Integrity
No unauthorized 
alteration of data 

Confidentiality
No unauthorized 
disclosure of data 
during processing,
transmission, or 
storage

Availability
No denial of service 
for authorized users

Accountability
Actions of an entity 
can be traced directly 
to that entity

Assurance
Confidence that
integrity, confidentiality,
availability, and
accountability goals
have been met
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Key Security Goals

Image Overwrite Protection
electronically “shreds” data stored on the
machine’s hard disk during routine printing,
scanning, copying or faxing. Electronic removal
of data can be performed automatically after
every job or when a network administrator
specifically requests it. Data is overwritten
using a 3-Pass algorithm specified in the U.S.
Department of Defense Directive 5200.28-M.

Embedded Fax
While firewalls prevent unauthorized access 
to a system through the network connection,
unprotected fax connections in multifunction
devices can be a back door into the network.
Xerox is the only manufacturer that can offer a
Common Criteria certified product that assures
complete separation of the fax telephone line
and the network connection.

Scope of Evaluation
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Additional Security
Features & Options:

Xerox digital security solutions lock down mission-critical digital 
information to make sure it doesn’t fall into the wrong hands.

• Administrative security capabilities such as password-protected device access
and IP restrictions on Web pages ensure only authorized personnel can manage
device configuration.

• The Network Authentication feature can restrict access to scan, email and fax
features by validating user names and passwords prior to use.

• Configurable network services allow device and print protocols to be turned
on and off as required to control network access.

• Xerox Secure Print holds confidential jobs at the device until the owner enters
a personal number to release them.

• An Internal Auditron requires users to enter a code for 
walk-up copying. This enables administrators to track 
usage at an account or department level.

• Optional Foreign Device Interface
enables external access and accounting 
via magnetic card readers, coin devices 
and third-party accounting solutions.


